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- BFflZ T B 22E Information Security Management Framework
ABIEEMZEER  BUZE RUGBEZEMFERYS  BEER - 24  ABHEER
BEEXKEBENF HKBEPLUEFNEFXZEFERNBRAT( U NEEAER )W Bl L2 HER
B EM2sAEiERE ) S EREBIVE - AEREENENZ T EERBHRANE
The purpose of these measures is to strengthen information security management, establish a safe
and reliable information operation platform, and ensure the sustainable operation of data, system,
network and related equipment. These management measures are formulated in accordance with the
"Information Security Policy" and "Information Security Organizational Procedures" of Huali
Industrial Group Company Limited (hereinafter referred to as Huali Group). The information
security management structure of Huali Group is explained as follows:

1. REEEHNZZ VREEURENL TR BB EEMLZETHER ~ REMATENLZ S

FRBEEEGMEZEZER - WERHODNTRESEBRETLRERR -

The Information Security Department of Huali Group is responsible for formulating information
security policies, planning and executing information security operations, and implementing
information security policies, and regularly reporting to the CEO on the overall situation of Huali
Group's information security status.

2. AEEELEZEIABENLERB Y BEEN - EEEZABEZHITIANN - WHINEE

FREZTRRRIE LB IEMBGEREN - EHHEHSCENR - UIREEZER -

The Information Security Audit Department of Huali Group is the supervisory unit for information
security activities, responsible for auditing the internal information security implementation status,
proposing corrective measures for deficiencies found in audits by external customers, and regularly

tracking the improvement results to reduce information security risks.
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— -~ TEMH#E Scope
1. EREERNSRBERANSESHEZEEREFRE -
Various information assets used on the Huali Group’s internal network and their users.
2. FHEBORIENET - #HER  ShZEREMKEEREEHENEEZAE -
Users include employees, suppliers, visitors and other personnel authorized to use information

assets.

- BfflZ 2= B2 Information Security Objectives
1. WEEMZEEAREE 2 %L BEENLZESHRECETE -
Prevent the occurrence of information security risk/threats, and reduce the impact of information
security incidents.
2. REEEER - B ASEH - FEUN LSRN EEEEERINREIER -
Protect confidential information from being improperly used and accessed, and prevent any leakage
or loss of sensitive and confidential information.
3. BRAEMZERAMUEE - EREMNAFKIESEF -
Improve the performance of IT devices and systems to ensure the normal operation of IT systems.
4. BREESIBEEBNT  URFEESHRE -
Ensure the group’s business operations are executed in compliance with legal regulations.
N - BEfflZE= B EIE Information security management categories
RPHFNE 14 BEMNZE2EEEE . R B2 B, M TEAZ20088 ) MIEEH
AREEREZEN W - WHITREAEI  BEMRAIPARE " ADBE /F?'ZE’E\ 1% 1218
TFEER  BEFRPRIANFERBRGESSENE  BREZEERMNS ﬁlTﬁF N2
EXHRERFICRENNSE - BREMZZEEFIRUT
The measures cover 14 information security management items. Except for "Information Security
Policy" and "Information Security Organization", which are subject to discussions in management
meetings held regularly and being approved separately for publication, the other 12 items, such as
“human resources security”, for which operational procedures are set forth in the measures, and
documents such as operational forms and agreements mentioned in the procedures are classified as
documents at the fourth level of the information security management system; a list of documents

at this level should be established based on the general catalog and published. The information

security management items concerned are as follows:

ANEEFB#PENZEE Personnel Use of Privileges and Responsibilities

_’_""ﬂl:ﬂs‘t,_\_‘

S =S Management of Information Asset

FHEVIZERH] Access Control
ZRHE{RE Password Protection

B8 L T BIRIETE K Physical Security and setup requirements

+Hﬂ+

=3E%T Operational Safety

ML Internet Security

ﬁ,

90.\'?”91.#.00!\’!—‘

Bl R MAIER - F3 R#EE Information System Acquisition, Development and Maintenance
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9. HH/EEEA% Supplier relationships

10. Bl EHER Management of Information Security Incidents

11. BERENLEZHFHEN=EFEEIE Information security operation continuity

12. #E M Legality

T~ EflZE1EZ=E~ Information Security Procedures
1. ANEER#ERHAZEE Personnel use of privileges and responsibilities

HREBREHNRFNWAE - KRBEDERIAER - HEBMABEMRAHNERERNELER
E -

Assign different privileges and responsibilities to people according to their roles when they require

access to IT systems.

1.1 & Users

1.1.1 Y ERAETFNENAZOER  ERRAITEXFE B LF  BAKEBFKRE

BPM 2#IER " BAIRFIEIRPHEE | - KHEIERERRTHRBUER -
Granting users access to the information system is limited to performing business-related
work. Individuals go to the BPM system to fill in the "Information Account Permission
Application Form" based on business needs, and the account privileges are reviewed and

approved by the supervisor.

112 HEAELFRZFRSSEIREY N - AASHEBEENZE BPM 24ER " ABRT
EHEEEE%% I REEVERERE EHEZE BPM 2FIER" BREERPBE -
REBTEEZEREEFTOBBENK - LEERMG IT SFETIRSEEIRAH
%W?ﬁﬁ °
When the user's position is transferred, the related department fills out the "Application
list for Promotion and internal transfer" in the BPM system. After the application is
finished, the system will automatically initiate a "Personnel Transfer Account System To-
Do List" to notify the user department to review the account privileges of the transferred
staff to check if they are still in compliance with the requirements for continued use and

to decide how to proceed.

1.1.3 EHERSEAER  BHEBEIERAGRSEARRERZNBE D TIRAIBZ -
WARE KHEUHRE RS

Account privileges should be reviewed by relevant supervisors and system administrator

}

in accordance with the user's responsibilities and division of labor principles, and idle
accounts should be checked and canceled.

1.14 AZERZEE  EEBRERBED LRAREER SEATKETEIE
RERRIRERN - UBEREFRERFRZZE -
Account privileges are set according to the principles of business responsibilities and
functional division of labor. Each system requires the creation of user accounts and the

setting passwords to ensure the security of programs and data access.
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1.1.5 AZERARBRR:] "TREEESE . - BREBITEEF ENRERTE - LR AE
AR REBNEEWE
By signing the “Confidentiality Agreement” upon employment, users should abide by the
confidentiality regulations set by Huali Group and agree not to disclose business secrets
during their employment period.

1.1.6 EAEREMZEZEBIWAZITR  BHEME  RENEBEAKRMELE - IH

MABEIRETENLZZEERE AR NE  DUNREHENZZEBEH

If a user violates information security management measures, the information security
department will notify relevant personnel and their supervisors, and the HQ human
resources training team will implement information security training with after-class tests
attached to enhance users' security awareness.

1.1.7 MEAEF—BHRBASHIARIIMNETENLZEHIIRE ERAESFETE

D—ROEMNZZHFIRE -

Information security training courses are planned and implemented by the HQ human
resources training team for new employees, and at least one course is implemented for
current employees annually.

1.1.8 A EREERECHNEAS D KBS RHMAER -

Users should not provide their login ID and password to others.

1.1.9 AR EAEFIAE FREEFBERNIEE RFIER -

Users are not allowed to access files and privileges on the network that are not related to
business.

1.1.10 ZIFEABEMR L3RS RASKBYABRE - HEE - WEM - &
BEHZMENEMEER TERAIFIRE AR -

Users are prohibited from sending messages online that may involve personal attacks or
false reports, any illegal, offensive, pornographic messages, or any other messages that
violate working regulations.

1111 ZIEEAENEOFREZE TR EERNENAG - BRBARRERZE
fhiEz4t ~ BhE2MVILEREF  EREBAEMEPFIBMEZHAESMENL
FRERCEN - MRNERWRENLATBRAELEEBRNER N - RIKIE
KB ETRE - BEEREASUNOREM |
Users are prohibited from deliberately interfering or impeding the normal operation of
the Group's information systems by any means.

1112 ERABUNRAREBITRPEARTERTR ERLTVERZERER - 259
RHOERKIBERE - BEiRES - 1A RAEAENURAE - SAEAESR -
BEEBMMEF VSIBEEAESHE -

If employees violate the regulations and causes damage to Huali Group's property or

reputation, the group will demand compensation for damages in accordance with the law.
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If the violations are serious and invested by judicial authority or if there are any
violations of the law, the employee will bear the consequences and various legal

responsibilities.

2 Z#EIEE System Administrator
12.1 2#MERERESAMLETBERNGICHAT - HE L E X2 T BIRIE - IR

1.2.2

1.2.3

1.2.4 2

1.2.5

1.2.6

EENLRMEREAERNLZ T R -

System administrators should formulate and implement system security policies and
network management tool settings to ensure the security and integrity of the group's
internal system servers and data.

MEREREESESRY  2aERERR TR EAERFBIREE S EHRER -
If a user leaves or changes positions, the system administrators are responsible for deleting
the user account or changing usage rights.

AMEBERECH IR LRBERENEARSE -

System administrators are prohibited from accessing users' personal files without

permission.
LB ERERKEHERR  AoBN0 - MR RIEEATESE - AR IRE ST -

WAMIBREANIES - BEMNEERESE -
System administrators cannot add, delete or modify personal files without the user's
consent. In case of special emergency, personal files must be deleted and the file owner
must be notified in advance.
HREMENZZERSH 25 BERUMOEUEERE -
System administrators should immediately report any information security violations to
the department supervisor.
ZmEEEAGIIE MR AEERERMER DB R ESMEZETERSHEE
I ELEHESHNREE -
System administrators are not allowed to add, delete or modify audit log files to avoid

troublesome tracking inquiries when information security violations occur.

127 RBERAEREBNENZZERSHKIN  BFEAF N EFELHE - B

Bz mEBEIE 2 DMRAFNRE  LEAIRA B BBEEARNWREL -8

a1 - BhEbrt 22 142 ~ R A ~ DDoS ~ SQL Injection S5 X 22

In order to strengthen security protection concepts and technologies of system
administrators, a third-party professional information security agency is entrusted to
enforce at least two training courses for all system administrators every year. The purpose
is training personnel to have basic network attack and defense capabilities, such as: Social
engineering, Vulnerability exploitation, DDoS, SQL Injection and other attacks.

Z=EI12 Management of Information Assets




EMEENERAEENERMEEE @ BREERES - & maﬁ B EhER R
,\\Hﬁﬁfr& R HISEHS - BEASEH TR EEREBERE - ©4E %T’E%/ 5 B &
5~ BT R4 APP -
Information assets are defined as Huali Group’s hardware and software. Hardware includes Servers,
Network devices, Network security protection devices, Terminals, Desktop computers, Laptops,
Mobile devices and Peripheral equipment. Software includes Operating systems, Application
systems Self-developed systems and APPs.
EMEEBERER Acquisition of Information Assets
211 EHEERRBHRBEE  KTEBRKEMREEZE  RARBEENETES -
The user fills out the equipment purchase requisition form, and after approval by the
department supervisor and the General Information Dept., it is sent to the purchasing unit

for purchase.

212 BEREAE SN ERENFERNE - Bl EBRUERAAYRE  BUFSEK
Zhgpeaet -

The General Information Dept. is responsible for evaluating hardware device that meets
compatibility, scalability, business characteristics and cost-effectiveness, and providing
professional suggestions to the purchasing unit.

213 REBERBSMABRE BRI - WRBREGSTHEB R EREMRE - WEFEM

wiBsEIIMERE -
When the equipment is purchased, it will be jointly inspected and accepted by the General
Information Department. After the inspection is completed, it will be transferred to the
user forpreservation and use, and a list of information assets will be registered and
managed by IT Department.

214 BREERERRSERRZER - P - RANKBEZEESD -

The acquisition of information assets should be consistent with the Huali Group's short,
medium and long-term strategies and development directions.
22 EEEZEFEHIZERF Procedures for Installing and Using Information Assets

221 EABURZIBIEE KEES R IFFMETL2E RIRIF -

IT helps users install and operate according to the software and hardware operating
manuals.

222 WER KBS FEARE T EBEZ MR - DURERTA OB B8 A L B R -
Hardware and software should be comprehensively and extensively tested before use to
ensure that all known issues have been evaluated and resolved.

223 RILERZEREREE - BERSARERE -

The use of pirated software is prohibited' use legally licensed software instead.

224 EEENREMHESEUENRE EREGEAREREREMAS 28




Management department should regularly inspect the information equipment stored &
used by other departments, and vet if those there is any unauthorized use and they are
using inappropriate softwares.
23 BilEE#ERR
23.1 ERERMEERENRAEN S  BRIIBMBREEERSES  BREZINEE

Re MHEDL

Hardware and software should be comprehensively and extensively tested before use to
ensure that all known issues have been evaluated and resolved.

232 &E%T:\,%@J Hipl - HEMBEN O EGEN MR LENSBE  AHEEE T e %A
BETENIEE -
Before the maintenance contract expires, HQIT Dept. will evaluate whether to renew the
contract and submit an application for renewal. The renewal process will be carried out
after the approval by the relevant supervisors.

233 BERINHB R HESK B TBENENZLEHT - REBZINMBAEEPTEE
ERNZEERBEN -
When signing a maintenance contract with an outsourced vendor, appropriate information
security protocols should be established to regulate the security management measures for
data accessed by the outsourced vendor for maintenance.

234 I%%\,}E ME TIEREBREHRIT T EEAE [k eRE  BHIEAGH
ARR N ETT IS AR
Maintenance work for the server system should avoid downtime and interference with its
normal service. Whenever possible, downtime maintenance should be scheduled at night,
on holidays, or when no one is using the system.

23.5 #EERIFEEZINRBIT WHAEESNARERDMERF S IKBAEZES A
T - WACERR T MRS , -
When maintenance operations are performed by the outsourced vendor, HQIT Dept. will
confirm that the maintenance procedures are performed in accordance with the
maintenance contract and fill in the "Manufacturer Maintenance Record Sheet"

accordingly.
23.6 —MEBBU B ERENER @ﬁﬁ%kf\%%l/\lﬂ AL EM A FRIER 1T #
BPRE | BMAENREREMRE Wik mHERE R -
When the computers purchased by company for office use are out of order, the users
should fill in the "IT Maintenance Form" on the IT system in the Group's portal, and notify
HQIT to perform maintenance. IT personnel should record the cause of the equipment
failure and maintenance status.
237 RENRBREANERIRBHEFERXMBAEREE BEEFEENHEAZESZIMES
AR MPFEMNTERER  ERRBRITIREEMBEETHEE

o
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If it’s confirmed by HQIT that the equipment failure needs to be handled by a vendor for
repair, the applicant must fill in the “Repair form” for external repair service and after it’s
approved by the supervisor of the applicant department, the applicant must fill in the “Item
Release Form™ for sending the faulty equipment out to the vendor for repair.
2.4 HESEEEIE K EEIZF Management and Disposal Procedures of Storage Medium

241 WS WE - BOOE  BHARGEREESES  SEURERREEAEPRE -
WEMEH EHE - FHREMRER  §HA %;.Eﬁ‘xEEﬁW BUNTEEE
7 o
Each department must designate dedicated personnel to centrally store disks, tapes,
magnetic (optical) disks, removable storage media, and other equipment, and conduct an

inventory check at the beginning and end of each workday.. Daily inventory records
should be reviewed and approved by the custody department supervisor.

242 EABHAEGFIEIS(USB RF)EREE BPM 248 " EN LT HEBEBE , —A—

B IR 3 LX@%#&E?%J’:" BE "HHEEHI M EKEID,  BRRmEBEKE
EMER - WABELZNEMNEIFIEEREMER -
Before using removable storage media (USB devices), users should fill out the "IT
Security Permission Requisition" on the BPM system and each application form can only
be used for one person to clarify the responsibilities; users need to fill in the "Application
Reason" and "Device ID" in the form, and submit it to the brand’s general manager for
approval, then it should be reviewed by the Information Security Department/IT before
the permission is given..

243 BAMMRH B mIER - BAHREECHREEAGHBERER  WES "&®
ReRAI R E ) ETTHRERR -

When consumables containing magnetic records are being destroyed, the magnetic
records must be eliminated so that they cannot be used again, and the "Media Equipment
Disposal Form" must be filled out to proceed with the destruction process.
2.5 rElEMREERAABREER(ERMZUMNIE 1) Borrowing and Returning
Procedures of Information Assets (the process is shown in Flgure 1)

251 SECBER - UMK BN EEREUSB &2h)SEE  KFg HEFQH
TEBLER  ERABRERSAR 'EMRBERERR ) BINUNER 1) - BR
ERME  ERALR - BEREE ﬁﬁ AEEH  ARBREENEFoRE—F -
Laptops, digital cameras, removable storage media (USB devices) and other devices are
loaned out for official purposes such as meetings and business trips. The borrower should
fill in the paper version of "Information Appliance Borrowing Form" (the format is as
shown in Appendix 1). Fill in the Equipment name, Borrower's name, Borrowing records
and reasons on the form, which should be kept for at least one year by the custody

department.

10




252 ERAAREENREAREEMNR REABREREINRIZSME LB RAER

MEEAEFER THAKRERRENEEER  DURSMEEERINTEER
IEMZERRE  THRBERERRBERALRES -
When the borrower returns the information equipment to the custody department, the
custodian should check whether the appearance of the equipment is the same as before the
loan, whether the software is operating normally, and clear/restore the temporary data in
the equipment to avoid information/product security concerns such as the leakage of
sensitive data. After completing the inspection, fill in the return record.

253 FEZR Bl ZRERPAINERBUNESHR/ERZENER - FEEDFKMENE
Z BN A EBmIMAEREIE -

Custody departments other than IS/IT who are not sure how to clear/restore the device
data, can request assistance from the factory IS/IT personnel.
3. 7HU#ZEHI Access Control
3.1 B EERFEGES] Program and Data Access Control

3.1.1 KEFIFIZEASSEEERRRE T - EEERNTIEEE -

Before users access client or server data, they must be approved by the responsible
department.

3.12 ZM(EFERERAR)ER BRZEFIER - AR KEMR L FEABFE - WA
EE T ESEEEAEPIHHE -

For All access to and use of system (including operating and application systems)
programs and files, an application for use shall be submitted by the requesting department,
and shall be transferred to IT after being approved by the responsible supervisor.

313 Z2#piEfF  BEZFEEA - 19FEE Mok -

All access to and use of system programs and files must be recorded.

3.1.4 2FREFRZRGBISENTERIFEEARRAEFR - WIKEFIRIEED BIES -
The source code and executable files of system programs should be stored in different
group folders and controlled separately according to their access operations.

3.15 %%&Fiﬁ‘iﬁiﬁﬁ%@é; [REEFRTABZERENIERSLEM : BFZE

2) BB S EFEN R R EFEER -
The data access function and scope of the system program should be limited according to
the business authority and responsibility of the personnel (e.g., reading and writing of the
programs), and the IT supervisor should evaluate the operational efficiency and inspect
the access privileges.

3.1.6 EXRGFEERAIRCFF oIl LIFER - 2FEREBRLPBLLBEZLERE -
File access privileges are set based on the pre-approved work duties. Changes to the

privileges should be requested and approved.

3.1.7 RRERERZREFAESR - BEREZAERER -

11




The programs and files provided for audit use should be used only by the auditors.

3.1.8 ERFHEZBBBERRTE - DIMBREREN 27 FEE -
Data access should be encrypted to prevent unauthorized access.

3.1.9 BEREXRBIRAEBEFRARES -
Programs and files should be stored in different areas per different purposes.

3.1.10 RINEPAEEIVGERNER - BAABENRERERRFEATI -
When obtaining data files from the external network, you should obtain authorization
from HQIT before accessing the files.

3.2 2K &3 Program Management

321 HEBRFIFKREATEM -
Unauthorized use of important programs is prohibited.

322 BFEZESE £ - MIBRECEX - EERPIIERABRCH -
The login, use, deletion or modification of the program should be recorded in the server.

323 [ENREFRIANGBH - BREHEREE -
Access control should be set up for the use of the official program description document.

324 ZEINBEABEBRFEMEARHET -
The operators are prohibited from changing the program name or programming.

325 FrARFRESIIEEBZE  WAMHBARE ZAE  DINBREFREEEMESE
BZNEE -
All modifications to programs should be approved and matched with responsible
personnel to prevent unauthorized changes to programs.

3.2.6 BEABNIESESTRIEFELERE -
All departments concerned should be involved in the process of modifying the major
programs.

327 EXBERZEN - BESTAFHLUREETRETA
Changes to the formal program are subject to multiple tests to determine the outcome of
the estimated result.

328 BEENE - BHER  BFAIRKEMESRBX I ERERER -
When the program is modified, the spare program, program list, and other documentation
should be updated as well.

329 BEREFHITREAERE  EERHNITHERNRRBTEENT -
When an error occurs in the execution of a program, the cause of the error should be
identified before proceeding.

3.3 ERME(E)ETE Data Files (database) Management

331 ERNEBNEAER - fFEEElH e EE R -

Database applications, operations, and test areas should be separately segregated.

332 ERMEHRACEROEEIERA\SARES -

12




333

334

335

3.3.6

3.3.7

Data files (database) can only be changed by authorized maintenance or management
personnel.
ERME(EBE)EEABTEREEAEMNRERAMFELER -

Data files (database) maintainer should not change the data without the consent of the user

organization.

BAERE AR EAE S ERIE(E)IEZE T fHER RPREEMIT 2 INEE

Strictly limit the use of data files (database) by different users and the functions they can
perform.

HEMME(BNEY  BEFEELBESERENN - REEFEASHEZ - DUBH A

[FHEZ &K -

For changes to data files (database), the program should have an appropriate audit trail
that provides a relationship between the program and the data to track down incorrect data.
FHREMME(E)RR X HREREZ - IEREME(E) 2 FNEZZEE -

Data files (database) and logs should be audited regularly to ensure that access to the data
files (database) is secure.

FEEMFHEERME(E)MAE - W R MEEAFESEIRAN IR L BE TR -

The performance of data files (database) should be evaluated periodically, and

improvement measures should be proposed for poor performance or warning conditions.

34 2 EHERETE Resource management for system server

34.1

342 %

343

3.4.4

BREZZGHARRER  TERES —MEAZFEFIER 25 EEEREEN
17 EFAEEBAEARRKZAER BB FTHESIERERBRER -
Important common system programs, tools, and commands can’t be accessed by general
users and can only be accessed with an administrator account. When an administrator
account holder is being transferred or about to quit, the supervisor in charge needs to
supervise the transfer process.

Z2HFARREFESAEBHR LR R2H 7 EFEEREREFEER -

System developers and programmers do not have access to the programs and data files of

the online system.

AMERBERE LML  BRERGRFECHRRIFEZF R WEHBHTER
2

A job logbook should be set up for the system server for the system operator to record the
operation of the system and to be periodically reviewed by the supervisor.

B E R PR BRAGRERBER SRR EEZH - Ao
OEEBERAMLZ NS -

The operating system, application system, and database management system of server,

should have audit logs to record any events that may jeopardize system security.
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3.4.5 EESNIAB(BRAEERE) ZIRREBHEAZEZET  URIFHEREHIVEER
HR#EE PR
Accounts of personnel outside the Group (including maintenance vendors) should be
properly monitored and their access privileges should be revoked during periods of non-
use.

3.4.6 ZERRBHIFEZAE  BEHERLFS - TIFERRZERERMSETLUERE -
R RATEE R R AR AR S S B — i -

When selecting a server operating system, consideration should be given to its total
workload, work type and security protection facilities, etc. The server's operating system
version and related documents should be of the same version.

3.47 SR IT TESERREHTERBRMEE - W RWEEAELERARIE HBiGE
FEHE
The IT supervisor of each factory should regularly evaluate server performance every
month and propose improvement measures for poor performance or warning conditions.

4, ZHE{RE Password Protection

4.1 EENENMAAEBREUBE 7 BHZEERR SRRHIEREARY BHEREREE
DU EHRELU RS EBERE -
Appropriate password control principles should be established for the Group's information
system, including limiting the number of incorrect logins, minimum password length,
password complexity, and period for changing passwords.

42 ERES—REAZRS - BUBSEVERNEE 5 ol B L -
The first time a user logs on to the system, he/she should change the initial password
immediately before continuing the operation.

43 BIEXRERRBRERENARFERESD " —MIEF , ( Standard User Accounts ) Al " 454
"RF 4 ( Privileged User Accounts ) - sRE&EIRAET -
Password settings are categorized into “Standard User Accounts” and “Privileged User
Accounts” according to the user's system privileges, and are set according to the following
criteria:

431 —MIEFNEBEEZDA 8 BZFR - KEERFPHNEBEREZ2DS 15 EFF -
Passwords are at least 8 characters long for regular accounts and 15 characters long for
privileged accounts.

432 BHAGRENEBA LS - SHFHEDMEE -

Passwords should not be the same as personalized passwords or commonly useddictionary
words.

433 BIHSEEEAN  NEREXFE - 85 KSR -

Password combinations should include upper and lower case letters, numbers and special

symbols.
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4.4 EHERE 90 KEBR—R - EHEBIEASEELHEBE 6 K

4.4.1 Reebok anf# LR : ZHEME 30 REM—R - BHFWMATERESE 3 REE - FAHAZN
AFEELHEBBE 6 X

4.42 EftmhR TR : ZH5HE 900 KEMR—R - ZiEI A HREBE 10 RET - FHEBHEA
SEEREHBB 6 X

4.4.1 Reebok brand factory: Passwords should be changed every 30 days. Passwords will be
locked if entered incorrectly more than 3 times. The same password group cannot be
reused more than 6 times.

4.4.2 Other brand factory: Passwords should be changed every 30 days. Passwords will be
locked if entered incorrectly more than 10 times. The same password group cannot be
reused more than 6 times.

4.5 BIARFEREQGARA - BFEEENES -

Passwords may not be shared with anyone, including supervisors and coworkers.

4.6 AMEREBBABFEHGHEMEANEFBED  IAFBAEBEDTOUANE
Passwords may not be inserted into emails or other forms of electronic communication or
disclosed to anyone over the phone.

4.7 BISERAZRARS MRS - BRI EERER - Google BN fEERT - HEES
H—EefEMH - DUERERENS 7

Passwords are recommended to use multi-factor authentication, including emailed

i

authentication codes, Google Authenticator, etc., in conjunction with passwords to confirm the
identity of the user.
5. BRSHIRIZZL ST Physical and Environmental Security
5.1 BiatEERZEVPIZEHINS] SR RABEYE - FEIU R - B R A RS
%%?}E IER TW“BT’E%/\E &L BIERE - BERR T BB ELERIERE ) -
WREMABRE NAEAN - BEREITFIJAEBABIEHKE -

The server room should be equipped with an access control mechanism, including password
identification, contact card, fingerprint identification, and face recognition systems. Non-
internal operators should register in the ”Server Room Access Control Registration Form” and
be accompanied by IT personnel when entering the server room, and it is strictly prohibited
for unauthorized personnel to enter the server room without permission.

52 BIaEARREE T 2 EFRE SRR - BEEEBERERE - AETEZ48(UPS)
B ERARBEZRASFSEEERRE -
Server room should be equipped with independent air-conditioning, raised floors, automatic
voltage stabilizers, uninterruptible power supply (UPS) systems, automatic fire detection and

emergency lighting, and other protective equipment.

5.3 FIRIEERE MINERERERMEEMRE - DO EEANT
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Supporting protective equipment and peripherals should be regularly inspected and maintained
to test their serviceability.

B EANANEBHEZRERDS R m - FRERKERE - I E A E B I
PR -
Hazardous materials such as flammable or explosive substances should not be placed in the
server room. Fire extinguishing equipment should be installed and its expiration date should
be checked regularly.

5.5 Bl EEBIVAR CRIEEE - 1 RE - BRE - DXERBRKFIEETISZE -

The server room management system should set environmental standards such as temperature,

humidity, fire prevention equipment and access control.

5.6 E2RBR BN BERRENBIEEE  BHRNABSNED  BUFIE KRGS B
BE  KREEEEASEBEREA
Important servers and communication equipment should be set up in the computer room for
protection. The access of personnel should be controlled by door locks and video recording
equipment and unauthorized persons should not be allowed to enter the room.

57 BEMBURIFAEEBHRESHERBERBL  WERRK " THERIEHS ) (Daily
Check) °
Information unit’s operators are required to check the operation of the equipment in the server
room on a daily basis and fill in the “Daily Check” (Server Room Operation Log).

5.8 BERESIRRE RN ZEB RIS - IIFLHPIAEREL HEZEMEERE
ZATPRNITZRIFESE
The operation and failure of each device or facility in the computer room should be recorded,
and the relevant supervisor should check the system regularly.

B EPNZIERBEWNRE - BRICEE 2 ERE - BIEBEIEERLE -

The failure of each equipment in the server room should be properly recovered and the situation
should be recorded.

5.10 ERBREAEMB ESEELN - MIEEHELENRAE -
Server room equipment should have a written contract with the maintenance vendor to
determine the scope and content of the maintenance.

511 BARE T REREE @ AEABR FBART  HSEREEESRWAIEINE - DUE
RAGIES 2~ 538
The maintenance personnel should understand and keep the configuration map of the
communication network circuit. The function of each line should be checked regularly to
ensure the network connectivity.

5.2 BlEEAEAEBREURSRESE  DEBIBREZIMORN -
Server room maintenance staff should establish an emergency response plan to deal with any

unforeseen circumstances.
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5.13 HREIAETSERA(UPS) BN SRS 2 —F - EHABE=Fk Fr EE N N&ESH - 7nof
REEIREMNRRELZERE - KRR UPS EEHERRERELZS S LMK 7r8F
RETEHRARREIN  HRERKEBE =FH UPS BHEEEBENSER &2
EREHARBBE—F  BIFEREHRES
Currently, the lifespan of uninterruptible power supply (UPS) batteries is at most three years.
Beyond three years, in addition to reduced power capacity, battery leakage and other safety
hazards may occur. To ensure normal UPS power supply and protect the data center, factories
need to conduct regular annual inspections and maintenance. For UPS systems older than three
years, the power capacity should be assessed, and the batteries should be replaced within a
maximum of one more year.

514 mERSTEHmEREAREEXERE Regulations for Brand and Partner Equipment

Colocation

5141 mBRSERE (LUNEEPR ) BiRERBEE - SREET  8E  "ER
1%~ BERBSE  DUEREEREERN - I FaHERS  RERER (UK
BREOH ) BRBBARES -
The Brand and Partner (hereinafter referred to as "Party A") shall submit an
equipment inventory, including model numbers, quantities, interface specifications,
and voltage requirements, to verify compatibility with the data center's infrastructure
(e.g., power supply standards). No equipment shall be permitted on-site without prior
approval from the Group (hereinafter referred to as "Party B").

5.142 WEEEFRMARELMEEES WARSS M B RIR HRMIEERA 18
MENARLTHEEEFEAFHAT  OHEEREERIE -
For hardware, Party A must provide factory certificates of conformity and inspection
reports; for software, original manufacturer authorization proof is required. Party A
assumes full responsibility for the system security and maintenance operations of
both hardware and software. Party B solely provides the physical data center
environment.

5143 FHERREERERFREAERRE  JORIKBEEAERERITEAKE - I
HiEEEETREERE  BREETER  RESR (8) DIRAR -
Party A shall provide a list of authorized personnel. Access to the data center will be
granted strictly based on this list and must be accompanied by data center
administrators at all times. Food, beverages, and flammable/explosive materials are
strictly prohibited.

5144 FHEETRERENEREE  FAEOSHBARE S EREHRIERERE &
RET] - RE - PIRZHRS -
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6.

Party A shall provide its own dedicated server cabinets and shall not share cabinets
with Party B. Party B’s scope of provision is limited to the data center environment,
including power, environmental controls, and access control systems.

5145 PHRBETARES IR T %Iﬂﬁﬁﬁ’}_\ 3 RE ABRMANBETHRNE (F) B8
B DUREOFHRBREER - ETHER r} W HERIRIE -
Party A must comply with Article 7 ("Network Security") of these Measures. It is
strictly forbidden to set up any wired or wireless networks within the premises, store
data on Party B’s network, launch attacks, or engage in "cryptocurrency mining" or
other unauthorized operations.

5.14.6 BABRREOHFTHBER VREEERR  ROZEE (IR EFSE )BIANS
EITRAMIESE -
Party A shall provide Party B with the Standard Operating Procedures (SOP) for host
shutdowns, enabling Party B to perform shutdown operations on behalf of Party A

when necessary (e.g., during power outages).

=324 %F Operation Security

6.1

6.2

6.3

LR EER (SARHE R LH SRR RERRES ) R M ARLEEEIR
BRI EEREE - JHERNTMELL NS WETERRE - 2EBEEHEMNKRESH -
The Group's public computers (including terminals, desktops, notebooks and networked
devices, etc.) are required to download and install the Group's purchased anti-virus software,
which can be downloaded from the Group's intranet site and run the current version, and should
be regularly updated with the virus code after installation.
EBRANEABETAUABRE M BENRER BABRE"HWISER ) - kR
$RE BPM %2 - KBEBUESTE (ME - mBEaE ) @% ( ﬁ%ﬁi?mi%%ﬂ
BEADAERP S FEEERINERBEUNBPISHNER ) - WHERKERA -
BBRBEBRELEMEBNGERRARERE -
Group personnel are not allowed to bring their personal computers into the factory to connect
to the intranet for use. For “temporary use” due to business needs, in addition to the need to
sign through the BPM, after the unit's highest level of supervision (factory, brand general
manager) agreed (so that the highest level of supervision of the unit to know the use of private
computers for office work, which will result in the risk of data leakage and poisoning of the
unit's intranet), and before the start of the use of computers, the computer should be in
accordance with the Group's information security regulations to install the appropriate anti-
virus and anti-intrusion software.
6.2 P TERESER . RAB - MERRBEEQUSBHOETER - BEEREAN
HABRIA 90 KRR - BBHRFUSZEBRFEURS TERE - BRIMD AR AR
B LME -

X
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For “temporary use” of private computers as described in 6.2, it is still necessary to purchase
a replacement public computer as soon as possible. Temporary use applications are limited to
90 days, beyond which a signed letter must be submitted to the top supervisor for approval, or
else the personal equipment must be taken out of the factory.

6.4 T2 P ASHREBEKBEARA - ol 5tel A ol 5B ACRAOE FE 4 - SR M AR a9Em

NASAET - BHARES AR IR 21 4 H Bl R PR B RV S 4 - FE 2B BRIE Lo (5 4 2 /Y
Byt - RERBBEHIRFEAR T EEMIPR , SEG -
Users of the mail system should not open emails from unknown, suspicious or untrustworthy
sources, including any files or programs attached. For emails from unknown sources that are
recognized as quarantined by the mail system, attachments attached to these emails should be
deleted immediately, and the emails should be “double-deleted” by emptying the trash
folder.

6.5 FFREMIBRIBRE G K H - ASERAEMIES -

Users should delete spam emails and attachments and not forward them to other accounts.

6.6 RIFBEBEERAENEBFT K GRIEERERBESE/ SahERRNEREELZ-
Direct disk sharing with read/write access should be avoided unless there is a supervisor-
approved business need.

6.7 EERVEREIFIEERHENHFREBNAREE - HREBEHSEFEN EAEHR
BB RTYAEMBPFIREBEFRELETNMT -

The Group's information department should regularly back up critical data and system
configurations. Critical data is defined and inventoried by each business unit and handed over
to the information department to store the data in a secure location.

6.8 MREFAHEMBUREETEHR  £EAMBUER  ASETHUEEEREN

ERER AU . SFEIAEIEHE - EeplBEEE - BRUBhEEEE - WET
mEREER  DURERBIAGERSARERR -
If the software test conflicts with the anti-virus software, do not run any applications that may
transmit viruses, such as e-mail or file sharing, after disabling the anti-virus software. After
completing the software test, the anti-virus software should be turned on and a virus scan
should be performed to ensure that no viruses or malicious programs are present on the
computer.

6.9 FIABF A AL ARSAEENER BERETREZEN BIYBRZENEE
BEBHNER -

All e-mail use must be consistent with the Group's policies, ethics and security, complying with
applicable laws and procedures of appropriate business practices.

6.10 BEFHHIRFEEZRNENSIHEHNFEIEBR - RFFEBRNER FETEASER
BERIFRIFAREEMBNBFRAR -
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Email accounts should be used primarily for business purposes related to the Group, allowing
personal communications on a limited basis, but prohibiting business purposes not related to
the Group.

6.11 BFEHMGPEZHNIBEEREBRBFRBNEBNRETRE - NEBZEB RN
BrHEREZ2D 6 EH -
All data relating to the Group contained in emails or attachments must be protected and emails
of the Group's business records retained for at least 6 months.

6.12 ZItAPERE=-ABFHH 2 MF R #1420 Google Yahoo %D MSN Hotmail

%) ETENERXRT - IHRBENRZRERAERREN NG BBEENRE
17 e

Users are prohibited from using third party email systems and storage servers (e.g. Google,
Yahoo and MSN Hotmail, etc.) to conduct business, and such communications and
transactions should be conducted through the appropriate channels using documents
approved by the Group.

6.13 BREBHRGNIRFDE - EEFPFHEEERER - BXAEEEN " EFEHH %
mEEIOL ) SRAKATT -

The procedures for application and management of the e-mail system, such as account

application and change of account, are described and implemented in accordance with the

“HL-M-IT004 Email System Management Regulations” established by the Group.

6.14 B /T RERFPNZE - BFHEESAEENRREZRSE 15 DERNEAEHOIRIEE
mERZEPEE EBEEFEL - DB EMARRBIRS -

To protect the security of the account, after a user logs in to the Group's application system
and does not perform any action for 15 minutes, the system will automatically log out the
account from the Internet to prevent others from using the account.

6.15 IT EFIE R EERBMEUNEFEHY - BHRAGNRFEA T MRIRINERE -
BIFREBARRKREAIRS, - B - TENEERTE - B - MIRMERE - BRIFES

EEEfZsEsTERREE G0 IT ABEAGBUEROARAFTIEARLE - &
BeMBRERENEGFAS -

The IT department has full and immediate management rights over accounts for email and
application systems developed and established by the group, including but not limited to login
accounts, passwords, complete management settings, history, deletion, and suspension.
Unless authorized by the group's top information security officer, IT personnel are not

allowed to arbitrarily view, modify, or delete users' email content in any way or with any tool.

6.16 WHRER - SEBHM IMASNER LIFZRE - U ¢ E_EE’] me ~ BoK -~ LIFERE

/,

NEE - BREEBEENENXNE B 28I XH - EBEBE TN - ATHEILEEE
Sath - AEEBEAEEGES - U 1S ~ Zalo ~ Teams * WhatsAPP 5528 X 27548
A& -
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Matters of significance involving the Group, Business Units, or factory internal operations—
such as formal directives, requests, work reports, and announcements, including text, images,
videos, or documents conveying messages—shall be distributed or published via official
corporate channels (e.g., email or the company website). The transmission of business-
related information via personal communication software (e.g., WeChat, Zalo, Teams,
WhatsApp) is strictly prohibited.

7. #HEZZE Cyber Security

g o 2N

1 #EE<2=ETE Management of Cyber Security

711 ERAELZ2EE - SEAKBESI RN EIINTREE - EELBKIEERR -

For cyber security reasons, the Group's network is organized into internal and external
segments, which are separated by firewalls.

7.1.2 NEMHEER e BRI IRAE - IMEREER RTINS EIETFEAEPAIE -
The internal network segment is completely isolated from the Internet, and neither the
external network segment nor any outside party can directly access the internal network
segment.

713 HRIFSERENERE @SB ASRIIAERASRREEFERASRS -

For users who are not legally authorized, the network administrator shall immediately
deactivate or delete their user accounts.

714 MEEBABERREHAEATERBELZZBL  SEHESES(IRA) LERS
EES
Network administrators may use automated search (detection) tools to check the files of
users who are found to have compromised the security of the network.

7.1.5 FEEEABREERERRE - AFIBN - MERAREEAES - NFEMERES -
BUB U EMA SN BERRERE -

Network administrators are prohibited from adding, deleting, or modifying personal files
without the user's consent, and if deletion is necessary, the owner of the file should be
notified in advance by e-mail or other means.

7.1.6 MEFEAAERREIOUREEBZESH  BUAIXE BNEESIEABETEE

WhRTFERS - FABUERER  FHAKESEABIREEHERE -
When network users discover any network security incident, they should respond
immediately, notify the network administrator to respond the incident, and report it to their
supervisor. If they cannot handle the incident independently, the network administrator
should contact the relevant vendors promptly.

7.1.7 MBEERABABIIG - MR - BAERERNMER  UBRERZESHERLR -
ERENREHENEE -

Network administrators are prohibited from adding, deleting, or modifying audit data files

in order to avoid tracking and inquiring troubles when security violations occur.
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7.1.8 EEAABEAATNENREEEZERELR - B2 BPM 2FER " EllIRFER

BBE ,  IKREBIRBF LA THABMBELSEMEEEEE R
sBIEAY -

Group employees use the company's information equipment to connect to the Internet

should go to the BPM system to fill out the “Information Account Privilege Application

Form” to apply for Internet access in accordance with their business needs, and only with

the approval of the brand general manager or the plant supervisor can they open the

Internet connection.

719 MEEEERMEE LEREAENREBERFHFTHES) LA WRETES
DIERE T ST IS S B TIRERAN ERTA -

Plant supervisors are required to control the use of personal information devices
(including hand-held mobile devices) for Internet access by their employees to ensure that
employees are not allowed to engage in non-work related Internet activities during work
hours.

7.2 BAKAGEBI T 222 EIE Security management of firewall and host

7.2.1 AREE BRFRAEEZNA R EINEELKGE  DUEEINRER IR 2 B E
e g B &R EY -

The Firewall is installed on the Group's network nodes connected to the Internet to
control data transmission and resource access between the Internet and intranet.

7.2.2 BpKiig B A AR BRI S es - DURH R RB B RETE
The firewall should have a network service forwarding server to provide network service
forwarding and control.

723 BKig M RERRARLIREE AN - ARUEMERITINEA - DUERD K& T
ZE
The firewall host can only be logged in through the system terminal and cannot be logged
in by any other means to ensure the security of the firewall host.

724 BKIRETEER - 2T ETCORIBEEABERTEE 7B ME PRl
When changes are made to the firewall, the system must log the changes, and the
reasonableness and correctness of the changes must be checked by the supervisor.

72.5 BKigER R ERFSHBEREANRENITEERES -

The firewall host settings should comply with relevant regulations or internal management
control recommendations.
73 BAHRBHEEBEZERLZYE 2L T EH Security Management of Communication
Software and File Sharing Platform

7.3.1 ERBRERES YN © T1E ~ Zalo W ~ SBIER(BEE ) - B8 BPM 24t " Bl
ZHERPFE —A—BRUEPFEUESHEERE WAHE Z‘ETE\EHEBF'?%E-
R mBRAEEMRERREMER(ERREREZUMNE 2) -

22




The use of communication software, such as WeChat and Zalo to receive and send files
(including pictures), should be applied through the BPM system “Information Security
Authorization Application Form”, so that the responsibility for the incident belongs to a
single person, and after examination by the information security or information
department, and submitted to the general manager of the brand for approval and consent
to open for use (the use and authority control are as shown in the attachement 2).

732 mBEFPUARERS ASERBMEMEN ¥ER RIPESERRERBIER
EBRI—EZBEPHNERZEILGR  E2RBEFIEENEMIVETERIR -
If the brand customer has a clear specification that they shall not use the communication
software to receive and send files, unless the customer agrees to the permission granting,
it shall be prohibited according to the customer's requirements or send/receive files in
other ways specified by the customer.

7.4 1EZEHZ¥ 5 (Box, OneDrive) 7 % = &2 Security Management of File Sharing
Platforms (Box, OneDrive)

741 WA LTIEREBTR  BECEAEZAZFECLNEHEELR) - 9 Box, OneDrive,
Google Drive FEE 5 ~ &R ~ BT ERPT R E At IFEE BB N BETIERN -
B RS MIR IR P A ML 7.3.1 ¢
For work and business transactions, it is necessary to use file sharing platforms
(hereinafter referred to as cloud storage), such as Box, OneDrive, Google Drive, etc., to
exchange files with customers, suppliers, government departments and other non-group
organizations/personnel. The relevant specifications and account application process are
the same as in 7.3.1.

7.4.2 HEIEEMMmIEE P Nike 15E # A Box ~ Adidas 35E £/ OneDrive B2 {FIEIT1E

EX|HZ . RA FREEEEANERERRSEEE AT ABFERAIFER
BENERETERFIRERR IR IFABERESEFPNERT BHAERS
SHFTERE BB E RN G EMDEIONA - SMEIAE -
Currently, our group's brand clients Nike and Adidas use Box and OneDrive respectively
for file exchange and sharing. In principle, the cloud drives designated by the brands
should be managed separately. Personnel are not allowed to use cloud drives not
designated by the clients for data access and exchange. Furthermore, personnel are
prohibited from sharing sensitive information related to their respective brands with
internal or external personnel of other brands through cloud drives without the client's
consent.

743 ERRFOEHRERAECR "4 BIERE ) WIEERE - bR 7 BISRESN - HF
B ipeaiiml - DIBh#b 3t A RSE KBS INRE R EARVIBIE -
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The password setting rules for cloud storage accounts should follow the procedures
outlined in "4. Password Protection". In addition to password protection, it is advisable to
enable a two-step verification mechanism to prevent account and password leaks or theft.

7.4.4 ERIRITAOPES - B E RMIFRRIZN 7.3.1 RO - FIRKB BB RIS RIFTIE IR -
EREoEEEERMHBENTERE  REABRERENZZERPHE =K
BEE MR ER BT A RS - AIMIBRZIRSR -
The application, modification, and deletion process for cloud storage accounts is
described in section 7.3.1. For new accounts added without prior application approval, the
cloud storage administrator will send an email to the user reminding them to fill out an
information security permission application form. If the application is not completed
within the specified time, the account will be deleted.

745 —RERAENERGEIIRRESEIER  EXEEERIESEIMREER -
PRIFESIEREBENRE  BRISA RRENIRS A e 28R ETEHUEE -
The users are only allowed read access to files by default, while file administrators have
read and edit permissions. Unless authorized by the file administrator, no unauthorized
account can access the file.

74.6 ERIRFEAEREB 3 REVIIARZEABHEA  KBraEE
HERIFERB W ETRHE S BERRIRSEAETE -

If a cloud drive account logs in incorrectly more than 3 times, it will be blacklisted and

EJEN

ﬂﬂn

unable to log in again. The account can only be unlocked after the backend administrator
reviews and confirms that the attack was not malicious.

747 ERMANEZEARERBEREINNINGEELR - TR RPN ET 7] BEEE

ETRECHES  THBNEEWHAREEINGHE HEETRE=RHE
MERmmEFEEMZLETNER -
If the cloud storage service has a built-in module for detecting and removing malware,
the protection function is enabled by default. The backend administrator will conduct a
regular weekly review and notify users whose files are infected with malware to scan their
computers for viruses to confirm that there are no information security risks to the devices.

748 ERDHAF N ZAUEE - BIHEERIN - XA~ Hubs - %E‘ﬁﬁ?ﬁ’]ﬂ%%%lﬁﬂﬁﬁ)\

IEREE B M RIERET SIS EIR HAA RIS - SRR INEBIRSE - ¥85
ﬂ%%7%°
The cloud drive allows sharing URL links, including folders, files, and hubs. The default
sharing recipients are internal group personnel, but file administrators can also provide the
URL links to collaborators, including external accounts, as needed. The default validity

period is 7 days.
749 ERUWANEZFKENINERR - AIEXEEEREBEEZHRMA -
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If the cloud drive has a built-in watermarking function module, the file administrator can

enable it as needed for business operations.

7410 EREFEEZEGIBEALIFRERIERE - REIZ2DHFABE 24 /NFERSEIRREE
oo
The cloud drive should enable control over the duration of the login process, with a
minimum restriction of 24 hours before the account is forcibly logged out.
5 BN 2 Z 2B Security Management for Wireless Network
7,\%71% [EEENBABNENZ S URABGREMREEFEEFFEE(WIF) =38
e K0S ¢
In order to safeguard the information security of the Group's internal network, the objects and
methods of managing the use of information devices by personnel to connect to wireless
networks (WIFI) are described below:
7.5.1 EE—RBF  ©£HAASIEHER THLIG Group s BV - 5 AE BPM
ZAIER T EIRSERPEEE | - TEGH /\DJ:ZH71%EBF<JI nE TAT) ) EIE K
B REIEERRRRANER - —RBPEE AD RSB S5 - REEERAN
WEIR - A EERERARE -
General users of the Group: To use the company computer to connect to the wireless
network of “HLIG Group”, the applicant goes to the BPM system to fill in the
“Information Account Privilege Application Form” - “Wireless Network Access
Privilege”, checking the “Company” option, and then opens up the use of the wireless
network after the approval of the General Manager of the brand. General users can only
use the internal network resources through the AD account authentication, not connected

to thelnternet.

152 EEMERSRIERBF - EREAZKES A EENEE "HLIG Group VIP ; &1
RERAEE - BB AGHIEAN)Z BPM 24#ER " EIRGHERDBBE | - THER
A AR, - 2E TEAL Bl KBnEAKEENEEERNEA - 1%

RS RERBFREENELFEOREEFS - R ERARERE  AMERAARER
Group visitors and privileged users: use personal devices or company computer to connect
to the wireless network under the name of “HLIG Group VIP”, the applicant (or agent)
should fill in the “Information Account Privilege Application Form™ - “Wireless Network
Access Privilege” in the BPM system, check the “Personal” option, and then open to use
the service after the approval of the brand general manager. Guests and users with special
privileges need to bind the serial number of the device's network card, and can only

connect to the Internet, without using the internal network.
753 ERABEATSHEENRF ALFREBHEREATESHEEERE "HLIG Group
Limited ; AR - BB AL BPM 2FIEE " ElIRSGEIRPHE | - T
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ARASRE LR, - 2B TEA L BIR - KBmBR SRR R RN ER - E
ANTTEVEER 7 REEEEING - AMERRARER  ZIFEBTHBAZ BT
Users of personal mobility devices: To apply for the use of personal mobility devices to
connect to the wireless network of “HLIG Group Limited” for work purposes, applicants
should fill out the “Information Account Permission Application Form” - “Wireless
Network Access” in the BPM system, check the “Personal” box, then get the approval of
the brand general manager before being allowed to use. In addition to connecting to the
external network and not using the internal network resources, the personal mobility
device is required to comply with the relevant security measures as follows:
7.5.3.1 REEEAMIE ~ Zalo ~ Skype FBNENM - AEWSHE TIFERBRMN LATS -
For communication software, only WeChat, Zalo, Skype, etc. are acceptable for work
purposes, and any non-work related internet activities are prohibited.
7532 MEREATHEEEEN LTMENENBEFABZZREIA -
Factories that are open to using personal mobility devices to connect to the Internet
are required to purchase wireless security modules at a cost.

754 REBUMAERBRERE - HFEPBREREAERER WIFIAP - [EE BPM %4

BERRE  RARGFHEARERENAEEE  ESnEAKEBERERRA IT &8
PiZes -
If a user needs to install a personal Wi-Fi Access Point (AP) due to business requirements
or office space configuration, they shall submit a formal request via the BPM system. The
request must specify the purpose of use and be countersigned by the Information Division
for review. Upon approval by the Brand General Manager, it shall be forwarded to the IT
Department for installation.

7.5.5 A AERIRY WIFI SSID FRseAIR ARG "R - WIFI AP S ERPREN

MAC Address, R REEEEIMEIABEARNM 1T ABFLRHRERTCERIGE:
4l : 00:00~03:00 - LARS |EFEI & E AR A = R AR UEE -
7.5.5 Personal Wi-Fi SSIDs shall default to "Hidden" mode. The MAC Address of the
user's device must be bound to the Wi-Fi AP. Users are restricted to the external network
(Internet) only and are prohibited from accessing the internal network. IT personnel must
configure automatic reboot schedules (e.g., 00:00-03:00) to disconnect idle sessions and
optimize performance.

7.5.6 ~NEFEAHR WIFI AP JRAI FFREEERENEGEERBmBAER - DIAFH—Ik
FETHEREE; WEERIFE KRBt WIFIAP - HREZL TR ELLIR 7.5.5 #HIE -
7.5.6 Public Wi-Fi APs must, in principle, be of the same brand as those procured by the
Group to facilitate unified security policy deployment. If alternative brands are procured
for specific needs, their security configurations shall follow the provisions outlined in
Section 7.5.5.
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7.5.70T HEEZRME NAY WIFIAP ABEEFINE R IT A4 - REEEAN OT A - RBH

7.6

REKRIBENEBE R - hR 754 MBRETHH  BRBENAEEE NmEAR
AEEMERRE - BIERA 1T JP%E -

7.5.7 Wi-Fi APs under the OT network architecture must not connect to the external
network (Internet) or the IT internal network; they may only connect to the OT internal
network. If cross-network connectivity is required for special circumstances, the
application process defined in Section 7.5.4 must be followed. Approval from the
Information Division and the Brand General Manager is mandatory before submission to
the IT Department for installation.

SNER AR B Z = AE AN Security Operating Guidelines for External
Vendor Remote Support

ANSEHNER] B i BB R RO R B IERE - IHRASNESEIELZE B
IEARZRNBOSERME - SHEAEN  ENEHETFRAEREZEARSAEE
EEFITRAR A FHINER B~ SEKER ARSI AL -

In order to standardize the operational procedures for external vendors providing remote
technical assistance, ensure the security of the corporate network and data, and prevent
unauthorized access and information leakage, these Guidelines are hereby established.
These Guidelines apply to all external vendors and partners required to access the internal
corporate network for remote technical support, as well as relevant internal personnel

acting as liaisons.

7.6.1 I AEARZEK Basic Requirements for Remote Access

NIEF T0RHIZESK: Mandatory Authentication Methods:

7.6.1.1 VPN B3 .| B B ATHE #EAY Fortinet SSL VPN K S A A T4 -
RIrEERET L NEENBRSKO -
VPN Tunnel: Vendors must use Fortinet SSL. VPN accounts provided by the
company to access the corporate network. Direct exposure of internal system
ports to the public internet is strictly prohibited.

7.6.1.2 XEAFINIE (2FA ) : FiB VPN IKSEERXEAFINIE - | BARZFTEH
A< FE (40 FortiToken Mobile ) = — R M - 5B ST HETHE
Two-Factor Authentication (2FA): 2FA must be enabled for all VPN accounts.
Vendor personnel must use dynamic tokens (e.g., FortiToken Mobile) to generate
one-time verification codes, combined with static passwords, to complete login.

7.6.1.3 1P BREYE . NV BISERENE T LM IP MRS VPN #A -
FHEIT B0 JEKIEANPEE 1P BEZ 2 - BAIFEN IP B IEES
s
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IP Whitelisting: Only pre-registered, fixed public IP addresses declared by vendors
are permitted to connect via VPN. The IT Department must configure IP whitelists
in firewall rules to reject all connection requests from unauthorized IPs.
7.6.2 A2 EAFBRE] Remote Software Restrictions
ZHE-—H1E  ™ZFEHBHZE - TeamViewer * AnyDesk EARERNWE =
F e AR -
Prohibition of Third-Party Tools: The use of unauthorized third-party remote control
software (e.g., Sunlogin, TeamViewer, AnyDesk) is strictly prohibited.
7.6.3 2 UEE Process Monitoring
BIEEU  TARRERERZTHERRICRIEE (KA FHHNRIFER ) - &
EREZRE  mITRFCRS -
Operation Auditing: All remote sessions must have logging enabled (including
operation traceability supported by Huorong Security). This includes screen recording
and command-line operation logs.
7.6.4 EGE5M Post-Incident Cleanup
MG RE - WIRIRIA VPN IKSHYIRE 10 R
Access Revocation: Temporary VPN access permissions must be revoked
immediately upon completion of the remote assistance session.
8. EFflAHIEH  FH38 KA#E Information System Acquisition, Development and Maintenance
8.1 Bl RMMIEN - Fi% 2~ Information system acquisition and program development
8.1.1 Ei PP EEREMNERIFETK R aITHAEREN AR IVE  Z2E8
EHEENTESS  DHICEENTRMAFEIEE -
IT should evaluate the actual operational needs of the user unit, confirm that it is feasible
and necessary to develop a new system, then sign and submit it to the supervisor of the
relevant department for signature in order to determine whether or not to carry out the
system development operation.
8.1.2 ErEIFINBEZRINERIRBIFE  FIKBEHEFTRKBEMBEURRRIBRT
% BREEHMBNAINES - fEEBENRE K TR A FRFE TIENRERE -
In order to handle outsourced development and procurement, the information department
needs to invite relevant units to jointly plan solutions based on user requirements, actually
inquire about successful cases of vendors, and select the best vendor that is capable of
completing the system development work according to the requirements.
8.1.3 HINABHBNGHNNATES  HRISER THKE  #Ehz0 - (IR
ARHE ~ BBEMRRRSK ~ R ~ HEEIRRE AR L EEKS -
The contract for outsourced development (maintenance) should include: development

schedule, completion time, maintenance method, payment method, copyright, software
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and hardware requirements, delivery documents, related compensation and security
requirements.
8.2 Effl 2 MBI/ R%0 Specifications for Information System Development files
Bl x5 - EMEPIABSZIINERBRFER TEZ2H G - 612 | 2mb%
X~ 2Rl AR R BRINACEE - RRIRIFRIAES - XHEASESU D
For the development of the information system, IT personnel or the outsourced vendor s
should prepare complete system files, including: system development files, system test
records and acceptance inspection records, system operation manuals, etc. The contents of
the files are standardized as follows:
8.2.1 ZANHRA—REEHMEZES KRS -
System files should be standardized for using the same language and code.
8.2.2 ZMNHERZREREAER—ERREERSRR -
The symbol system used in the system files should have standardized rules for use and
instructions for filling in the symbol system.
8.2.3 HMNHEAIRTIRERR -
System files should be written with standard descriptions.
8.2.4 2MNHREAEHERERR -
System files should have user readable instructions.
8.2.5 R XMIEZARIETIR R FSTELD -
System files should identify control points and audit trails.
8.2.6 2MARBURRK M ZSHENEFEERS -
The system developers should archive the completed data for reference.
8.2.7 2N EEFAM N MARTR A —ER1E -
System files should be classified and numbered for uniform filing.
8.2.8 AMNHRENEMNEZEZE - THEABSRE -
System files should be backed up and stored in a safe place under the responsibility of a
person.
8.2.9 ERXMIENNT - XHEBE 2B - WA -
When the system is modified, the files should be modified accordingly with the time of
modification.
8.2.10 AN RE A BRI - TERBRKREZREAE -
When the custodian of the system files leaves , the supervisor shall assign a replacement
custodian.
8.2.11 EEEMAZZHANN - ERFMEEFTHER - KBS EERER -
RE AT Ol X A3 g
If it is determined that the old version of the system files and user manuals are no longer

usable, the custodian can scrap the files only after the approval of the IT supervisor.
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8.3 Bl RMIEUIEHITESE
8.3.1 BEMAMENFTHEHENER " AAMABFRBFE )  KBEEMIAPIETEEX
EBRFEEE  DEFREEESEABRSZEBUERNNETE KERR -
Modifications to the information system must be made by the user unit by completing the
“Form of Needs for IT System” and approved by the supervisor of the IT department to
ensure that the relevant responsible personnel fully consider the necessity of the

modification process and its risks.

8.3.2 B ABFERE " 2 F 4 (SA/SD) - BEEHENET W RS
Ko WA GFSIEERE &R B FHEUMER -
System developers are required to prepare “System Development Documents™ (SA/SD),
discuss with the user units to understand the detailed requirements, and keep the minutes
of each stage of the meeting to confirm with the user units.

833 B ABREZEB U VHELAEERR DEEFINIREZER  2AGFHENER
(B EZE B PR 38 RORIRUIRIE P#ULAT -
IT personnel should establish an independent development and testing environment to
maintain the data of the official environment, and the system development and program
modification operations are performed in the development and testing environment.

8.3.4 EFEPPIEEZE Ps B MG IR IZ RGBS S E e Al 2 2 iR 7 - i RIG 45

RADERIR R A0RIEE XA (ST1/ST2) - WinMiHREAMR R REE -

The IT department, together with the applicant, should test the developed or modified
system or program in a test environment, record the test results in the system test file
(ST1/ST2), and attach the related reports and pictures.

8.3.5 RMMABARERFEUR - B LB ERFREF LR ELRF LARBBLE - KER
HPIEERRR R ERIAE CARHM AEEREZATAERSRAMK LEER
mIETVIRIR -

The system PIC should make an application for the program change and send record of

\

the system release application before modifying the program, after the supervisor of IT
department approves the application and confirms the scheduled release date, the
authorized executive will be responsible for uploading the updated programs to the official
environment of the system.

8.3.6 2t LR R IETVIRIT - Hall A BRIV ERTRY AR AIESIE S -
When the system is upgraded to the official environment, IT personnel should establish a

version control mechanism for software updates.

83.7 2t LR ER®R EEFIERAREEEANERER 2R/ EFEEHFE
"REBREFEKRRPE L K "RFLREBE ) RRRERR
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After the system is online, staff of application & system management unit of IT should
serialize & file the “System Development/Program Change Request Form”, “System
Specification Request form” and “System roll-out Request Form™.

8.3.8 2t LR EM®E  EMEMIBNIZECRBE  NBATERASIERE - B
A 'EEREBHE  BRAFOTAE 2@ ABREHERENAS - ¥
TN BFR  2MBRRSEIR  B—ETRAERRERREL - WEH
TR FERIRIFE 7 BEEWS -

After the system goes live, IT needs to evaluate its usage condition, and if there are
improper or incorrect execution results, they should be forwarded to the system analysts
using the “Problem Feedback Notification Sheet”. The system analysts, based on the user's
feedback, will perform system analysis, program design, and system development, and
will carry out the system errors checking and fixing them step by step and periodically
regularly evaluate the operating performance of the system after changing the operating
environment.
8.4 Bl 2#M LR Z KB E 2 L Division of responsibilities at various stages of

information system rollout

Eflx# LRy —EfEE - REIAMERNEARLENITHREESRE - BRESEERRE

ERTWE :

There are three stages for the rollout of information system, which will be carried out by the

programming team and the database team, and the division of responsibilities for each stage

is as follows:

8.4.1 FASAPEER(DEV) : BIMEINTIEFRIF % - EF) RAEE -

Development Stage (DEV): The programming team executes the development, changes
and maintenance of the program.

8.4.2 AIFPEEZ(QAS) : BN TAERERER - MEARNUHRERFSIRE - WIHEICE
AGURAR
Test stage: The programming team test and verify procedures to ensure software quality
meets standards and continuously improve the testing process.

8.4.3 EPEPEEX(PRD) : ERIEHANTIEFRVELE KARAIZES] -

Deployment stage (PRD) : The database team performs the deployment and versioning of
the program.
9. {HFEEEE% Supplier Relationships
9.l REEZBAELZEEHE HRERBHEEESNAFHANEN - TRARMLAOER
REREERBA -
The Group protects the privacy of suppliers' information in the Group's information system by
adopting systematic authority setting through an internal information security management

system.
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WM EMZ IR RRE W BRETER

92 HRINBHEBHNEZERE  RRF aWE
HREMZ2 BB ENE  THAEEELZEIFIE

HEE=RE  HEBFERNFEREXE
EAE - SMEEMEXEER -
For information security management of external vendors, information security clauses and
confidentiality agreements are attached to contracts and required to be signed by cooperating
suppliers; vendors are required to fill in “Self-assessment form for Information Security
Management” during annual audits and the contents are reviewed by the Group's IS department,
which conducts on-site audits against suppliers every two years.
93 BREHEREENEMZERMIEENT
The clauses of the information security agreement with suppliers are as follows:
93.1 HEBARXNERANEAEZEEEZENEZERE - WmE(Virus) ~ P9 (Back Door)
N5 230(Trojan Horse) SR R2F ©
Vendors should not deliver products with security concerns that affect the Group's
operations, such as viruses, back doors, or malware such as Trojan Horse.
932 MBHEMBREAVENE ERINELEERN  DIERBEELZRA -
For hardware and software products, vendors are required to provide necessary fixes and
security updates to ensure that there are no security vulnerabilities.
933 HIEFWNEBREEZSH - BIRHEREBUNFEIR = - WHHEZE KFEBhTER - Y
R RIERIRENREE -
In the event of an information security incident, vendors should provide quick and
effective solutions and develop improvement measures to minimize losses.
10. EfflZ T EHE3E Management of information security incidents
10.1 BfZE2SHIERZERBRBRIEENRBER - KEEHHSE2EERND
Information security incidents are categorized into four levels according to their scope of
impact and degree of loss and are defined as follows in descending order of severity:
10.1.1 AR - REESHEBEIMNIBELERF - BURBEEEF - RORRE
AREHKIE - EESRHIHEERINE -
Level 4: The Group's backbone network, external network, or mail system is unavailable;
the core system has been intruded on or damaged, and important confidential information
of the Group is leaked.
10.1.2 5=4 | XEESTHHBIHINIBEZWE - B 2 S EMARELEF
RZEBMNAFEEEF EEADRIGESWBEIEGEER - 2 S EME
BN BIREAREAR - HIRIRAREBRARNEEREER -

Level 3: Attacks on the Group's backbone network or external network, resulting in 2 or

l\)

more network segments or information systems being inoperable; attacks on the Group's

portal resulting in business shutdowns; computers in 2 or more plants are subjected to
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large-scale intrusion and damage, or infected with Trojan horses and other malicious
programs.

10.13 F_#4 AEBEMRREXNBSIEAEF - B—Bill2MmEEEF 25

ZEPINEA BB AR - IR - HARBAARAFTERERERT -

Level 2: A single network segment of the Group is rendered inoperable due to an attack,
a single information system is rendered inoperable, or personal computers of 2 or more
departments are invaded, damaged, or infected with viruses, Trojans, and other malicious
programs.

10.14 F—4 - AABRER AR « BRI BRERFES - BABNIFEEERETE

- R ESAEERERER -

Personal computer is invaded, damaged or infected with computer virus; non-confidential
data stored in the office computer is stolen, infected with virus or Trojan horse and other
malicious programs.

102 EfRES NMISMZESHEREEESIR
The following information security incident notifications and responding are under the
purview of HQIT:

102.1 REBEMNZEZSHNBEDE -

Classify the Group's information security incidents.
1022 BRAEBNENZZFH -

Notification of information security incidents in the Group.
1023 RIAENLZ=SHREERER

Plan for procedures for responding information security incidents.
1024 BHNSEUREENLZESH -

Assist departments in responding information security incidents.
102.5 EENENZEZRRXWEIR -

Matters assigned by the Group Chief Information Security Officer.

AIRFIE R - BERESHRE MR EFESE WL BRENTESBEER -

The responding of an incident, as referred to in the preceding items, includes investigating
the cause of the incident, ascertaining the scope of its impact, assessing the damage, and
implementing emergency response measures.

103 EMZESHEBRIUETESRER "EBELE,  ARSRZETEAHENE
WARENRE @ SUHREREHRAGBE 2 KolBm - Wik s KNTHRERKE
=251 - LNREZSHETEFRIMEER?

The priority of responding information security incidents is based on its level of impact.
Different levels of priority have corresponding notification and response times. The
notification should be completed no later than 2 days after the occurrence of the incident,

and the recovery and damage control should be completed within 5 days. Below are the
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priority levels and response times for information security incidents:

103.1 EHEBEER "E=, 1 RKATHSHER - 2 Kol EEEE -
Priority of the incident is “Urgent”: 1 day for incident notification and 2 days for
response.

1032 SHELER "1 1 RNTHREHBEN - 3 RoomBEEE -
Priority of the incident is is “High™: 1 day for incident notification and 3 days for
response.

1033 EHEBLERS " —M, 2 KATHSHER - 4 KB EE -
Priority of the incident is “Normal”: 2 days for incident notification and 4 days for
response.

103.4 SHESRES "R, 2 RNTMEHBER - 5 RoomBEEE -
Priority of the incident is “low”: 2 days for incident notification and 5 days for

response.

MEZEH RN BEESTRE
RIBRSA -

If a security incident is an internal warning notice that does not materially jeopardize the

- AEBBERBEEMFFEZER - LIRSHETE "B, /9

]]II d

information operations, it will be responded according to the “low” priority.

104 EFZESHERKRBSHRERE  SEAESMESR "EMAL ~ TITA

EJ - TEAZEEE | R TEMZEEE )  EFHRERAERBRARKTEER
"EZSHEWEE S ) (CSIRT)TE TL%&EEE& EERENZEEEETSH
%E CIERIIR - AIRAENZEEEEB R - WIEKEE IT AENZEAEET
%#JZ%EEE c TREBHERE AW ARSHLBREERRN IO  BRAE
AMZETEETEHERELSR  EZSEHREERANERRREELE - FRE
BElREReExiat - AIRBAREREZ S/ NEETREREN RESER | EiR

FEELZREBEESE  RETINEEERE  AEEEZESHEREESRENNE
FI7R -

The information security incident notification is based on the incident handling process,
and the personnel concerned are categorized as “reporter”, “IT staff”, “information security
specialist” and “information security supervisor”. When an incident occurs, the reporter
will first make a notification record in the Group’s “Information Security Incident
Notification and Response Platform” (CSIRT), then the information security specialist will
carry out an incident review, and if it is confirmed that a case needs to be filed, the case will
be reviewed by the information security supervisor and assigned to a dedicated IT or
information security staff to respond to the incident. Upon completion of the incident
processing, the reporter will fill in the incident report in the platform for the record, and
then submit it to the information security supervisor for incident review and closure. If the

incident affects the Group’s information security risk control program, the risk level or
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control measures need to be adjusted, which will be handed over to the Group’s information
security promotion team to conduct a risk reassessment and management of the variance; if
the incident does not affect the information security risk control program, it will be directly

closed. The information security incident notifications and handling flow is shown in the

figure below:

HuaLi InousTriaL Group

BREMHBIRSMIERE
The process of INFOSEC incident report and response

() . Q) mom Q) e €

[BHEA Reporter

Respond & record

5.8 ERA HZ2ER @ SnReeR ElZ2EE ITAR IT staff EiRA EfReEHE
Participants : Reporter INFOSEC ¢ INFOSEC Specialist INFOSEC : BAER2ER : Reporter INFOSEC
3 Specialist i ABIR Supervisor  : INFOSEC Specialist : Supervisor
: Legal representative . H
! EESR Auditor : :
X : . . SE e 5 53 : BERLRS
E-teonding — RS HERRICT Isfﬁﬁﬁfi?: PR SIoR > Compose Incident-

Report incident Accept & record NFOSEC incident?, closing report

[ RERTEE AT

=_| Risk reassessment &

management of the
variance

HRIER FFETE
: Improvement &
= |prevention measures

10.5 E

10.6 EMBEREHTEAEBENLZESHIRLTK - ENHEEE

HREER

(EAREER
{INFOSEC Specialist : INFOSEC Specialist
‘e HITAR IT staff

‘INFOSEC Team

EMZzSHREZRR - FESE - BRER
Bl A SEFMECE CSIRT & - (FRNSENLE
BRI SRENZEZENREREF 222 -

The causes, scope of impact, damage, classification, categorization, and contingency

\7|-
7%/\

DRSS - B
e - BEAICELE R

measures of information security incidents should be recorded in the CSIRT platform by the
incident reporting personnel as a reference for improving information security deficiencies,
responding to similar incidents in the future, and revising the procedures for handling
various types of information security incidents. This will serve as a reference for improving
information security deficiencies, responding to similar incidents in the future, and revising

various information security incident responding procedures.

Hﬂﬂ}

Bhegae s KA
BRIl - UBBN SR BN NP het BN LTS H 78EN -

The Group's information security incident prevention needs should be regularly assessed
by the HQIT, and appropriate protective equipment and related technologies should be
installed and maintained to assist each unit in strengthening its ability to prevent

information security incidents.
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11. BEERENLZLEZTHTHENVEZERFEETE Ongoing management of information security
operations
11.1 FIEEBMEZEREBXEEFTS - STEZRARBRRARKELEZFEFIRZE -

SINBTRERERFEEFRHBABZES  WERNESRKFHEEMNTE -

To establish a business continuity plan for information security, assess the impacts of
various man-made and natural disasters on business operations, delineate the emergency
response and recovery procedures and the authority and responsibility of related personnel,
and regularly rehearse and adjust the plan.

112 2UESMZESHERERERKT  EEERTENZEENR  BRELSHER

BRESRER - URIOEMEMPIAERENE - REVEHEEER - LU ERITHIEEZS
& -

Establish an emergency responding mechanism for information security incidents. When
an information security incident occurs in the Group, immediately notifying IT personnel
for them to take contingency measures to minimize and control the scope of damages is
necessary in accordance with the information security incident notifications and responding
flow.

113 BREEMLZESH  2ABEREFPERRRER  KEMZZTEFR - BBEER
BUABBMEPHEBEANS -

When an information security incident occurs and there is a suspicion of damage to
customers' rights and interests, we will notify customers of the contents of the incident
through our business unit personnel at the discretion of the information security officer.

114 SIERBDERNLZZEZR  WIKAELZEER  REBEERAE ZEMZ B -
To define and differentiate the level of data security, and to take appropriate and sufficient
information security measures according to the different levels of security.
12. AN Legality
12.1 XEBZASAE - HEFEGE  ERBTEENENZZERESTEINEA - X
ELZ2HRAERFENET  UABRSENALESG -

The Group's internal staff, suppliers and visitors should comply with the Group's
information security policies and management measures, assume security-related
obligations and responsibilities, and report information security incidents in a timely
manner.

122 @AM EERSNER 8FETEMZEEEWEARER  ENEXERAE &
MERBUHEAFRE -

Legality targets and measurement indicators: the Management Measures for Information

7

Security will be examined every year, and no violation of relevant national laws and

regulations is allowed to occur.
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PR 1

1t F £ &£ Huali Industrial Group

HiNiRE (ZBicAH - uME - v 2 ) ERA%REICER

Record form of Information Equipment Borrowed & Returned (Notebook, Digital Camera, USB Storage, etc.)

- A% 25
BEER | wm) | mmem | s =
Name of Y3478 H A y347E A "EIRT REA

_ Borrower Date of borrowing | Purpose
Equipment Date of Return | Returner Equipment Status Keeper

O IE# Normal
OR%% Abnormal

O IE% Normal
OR% Abnormal

O IE% Normal
O % Abnormal

O IE% Normal
OR% Abnormal

O IE% Normal
OR% Abnormal

O IE% Normal
%% Abnormal

CJIE% Normal
OR% Abnormal

O IE% Normal
OR% Abnormal

O IE% Normal
OR% Abnormal

OIE% Normal
O%% Abnormal

OIE% Normal
%% Abnormal

OIE%E Normal
%% Abnormal

OIE% Normal
O%% Abnormal
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PR 2

BB E A REREER

Permission Settings for Communication Software

BB RS TR AR 1 BR

Permission Settings for Communication Software

B RER EULRERR
ERARXF S Permission to Permission to )
EH _ fgit
Use and text transfer receive
Items - - Remark
transmission S Gy EES R
File Pic File Pic
SKYPE No No No No No MBEMBKFERA
BREE
WECHAT No No No No No
If you need any
permission, please
below
BARBERERARER/E R EHERPFS
Permission Settings for Transferring Files/Pics on Communication Software
EEER | EMOER |
- - =i
FERRXFEEH Permission | Permission to )
1= , R it
Use and text to transfer receive
Items Approv Remark
transmission EES R | #EF R
al level
File Pic File Pic
HE(BRMBRANELEZ BN = B E R B ERRIRY
AR n-l\nég
BMIRSRAEIRPFE | BN & s 5k 8 AL P B 1) - O EPHIEREEEO -
SKYPE Requisition of Application form Srand BEREBME/EFRHEHEEE
ran
Account-Authority | (Countersigning HQIS & IT is oM BH - WECHAT/ZALO B R
needed, and upload Ba#E RERSM Application
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attachment per the for file transfer
“Remark” column) permission is limited to
WECHAT main contact windows
for external
parties/customers, and
B hE AR A

EIRIEERPFE | BEMLZHIRPHEE - requires related
Requisition of IT Security Permission evidence from

ZALO : . Brand
Account-Authority Requisition government/customers,

GM
except for
WECHAT/ZALO image

transfer permission.
ByE 1
ENEXEEENREREL/RERE

HLIG’s Borrowing & Returning Procedure for Information Equipment
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ITRESIESE
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BRLEEH
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borrowing

7E
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13-

Normal

r

SE=H

EERARERP
System and software

anomalies in
equipment

A

EERERS

Hardware anomalies
in equipment

IH#TES
IT in charge of the
repair

A

EAsEEES
User dept. applying
for the repair

Equipment integrityJ
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